NUBEVA TLS DECRYPT

Out-of-Band, SSL Decryption

NUBEVA

When and Where You Need It.

Universal SSL/TLS Decryption Solution

Strong, end-to-end encryption is a top recommendation for securing applications across the
network. In fact, more than 80% of network traffic is encrypted and growing. With modern
encryption standards such as TLS 1.3, Elliptic-curve Diffie-Hellman (ECDH), Perfect Forward
Secrecy (PFS) and pinned certificates, traditional out-of-band decryption solutions no longer work.
And, with no “middle” in the modern cloud architectures, inline tools are not feasible to place
everywhere in virtualized environments.

Nubeva TLS Decrypt: The Only Solution for Total SSL/TLS Visibility

With our patent-pending Symmetric Key Intercept approach, Nubeva eliminates the “either/or”
conundrum between network security or network visibility. Built for modern computing, Nubeva
discovers the final symmetric session keys from memory from either side of the TLS handshake.
Nubeva securely delivers the keys and matches with any mirrored packet traffic for high-speed,
secure decryption to your security and network monitoring tools of choice.
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Physical: Tap, Span, Network Packet Broker

Cloud: AWS, GCP and Nubeva Host-Based Mirroring
Containers/Kubernetes: Nubeva Host-Based Mirroring

Nubeva's TLS Decrypt allows you to re-discover and extract the symmetric keys
with security and scale without any changes to the code or libraries on either side.
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Nubeva TLS Decrypt - The Only Solution

for Modern TLS visibility.
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Decryption Use Cases

Our customers trust Nubeva to bring visibility back to DevSecOps teams, reduce time to
resolution on alerts and enhance existing tools for core security functions:

* Threat detection and threat hunting + Container to container monitoring
* Intrusion detection * On-Demand investigations
* Incident response response « Compliance requirements

* N/S, E/W command & control traffic visibility ~ « DevOps support and troubleshooting

Why Nubeva TLS Decrypt:

Universal Coverage: Supports all TLS encryption ciphers including TLS 1.3 and 1.2
with PFS, ECDH, pinned certificates and supports both client and server-side
connections.

Open and Flexible: Our universal solution works with any packet source or from
storage, with any tool and for any environment - public, virtualized environments
and physical data center appliances. Nubeva requires no app or library changes, has
no network or architecture restrictions and has no certificates or PKI requirements.

Security: Data and keys never leave your environment. Data is never transmitted
over the network in clear text form. Architecture creates separate key and data
planes keeping keys and traffic separate.

Scalability: Nubeva TLS decrypt is modular, auto-scales and auto-updates.
Supports micro deployments for on-demand monitoring to full-time monitoring.

Disruptive Pricing : Nubeva is dramatically less than cost of traditional
decryption solutions. It is easy to get started and use, thereby unlocking modern
decrypted visibility for everyone, anywhere.

O® 0 ® ©

Get Started for Free Cloud Visibility. Unlocked.

Nubeva TLS Decrypt - The Only Solution
www.nubeva.com for Modern TLS visibility.




